Introduction
The rise of social networking sites (SNS) such as Facebook, MySpace, and LinkedIn has provided a platform for individuals to easily stay in touch with friends, family, and colleagues and actively encourage their users to share personal information. With the wealth of activities available on SNS, the amount and variety of personal information shared is considerable and diverse. Additionally, due to its digital nature, this information can be easily copied, modified, and disclosed without the explicit consent of their owner. Moreover, as the Internet never really forgets, once the information is out on the Web, there is no real hope for an individual to exercise their right to be forgotten. As a consequence, maintaining sovereignty on personal data is more challenging than ever due to the proliferation of personal information on the Web and the increasing analytical power available to large institutions (and to everyone else with a credit card) through people search engines (Weitzner et al. 2008) . Moreover, standard security and privacy techniques such as access control mechanisms or simple watermarking techniques are no longer sufficient to protect privacy in the age of SNS (Kagal and Abelson 2010). Personal information disclosed from SNS could affect users' lives, with privacy risks ranging from simple embarrassment to ruining their reputation, or even identity theft. Recently, a health department official in Washington used the message functionality of Facebook to get in touch with a teenager about her sexually transmitted disease (STD). The girl received a message saying that she needed to call the Spokane Regional Health District for important information about her health.
The actual STD diagnosis was not included in the post, but the girl's mother says this is still a violation of her privacy (Allen 2011).
Consider, for instance, the following scenario. On Saturday evening, Alice went to a party at Carol's house. Bob took a picture of Alice in which she appeared to be inebriated and posted it on his Facebook account with some 'inappropriate' comments without bothering to tag or inform Alice (who he had met for the first time at this party). Afterwards, this picture was re-shared and exchanged many times between friends. As a result, the existence of this photo posed a threat to Alice's reputation and credibility.
This scenario illustrates the following privacy challenges:
How can Alice find out about the existence of this photo as well as 1.
the inappropriate comments attached to it? How can Alice discover who is the owner of that photo in order to 2.
exert her right to be forgotten and to ask Bob to remove it? And finally, how can she remove all the traces of this unflattering 3.
photo and the inappropriate comments before her boss gets to see them?
Let us consider the case where Bob is just an ignorant user who 'forgets' to notify Alice about her embarrassing photo, maybe simply because he did not know her personally. If contacted by Alice, Bob can easily remove this photo as well as his comments without needing much persuasion. However, if another malicious user has already copied this photo, removed all the metadata regarding Bob's ownership and claimed he is the 'real' owner, then on most of the existing SNS, Alice has no way to force him to remove this picture against his will.
To prevent these risks, lately there has been a growing interest in accountability mechanisms that rely on after-the-fact verification (Jagadeesan et al. 2009 ). In this approach, audit logs record vital information related to information disclosure. Based on these logs, it is possible to identify 'untrusted' accesses and to assign blame when there has been a violation of 'privacy contract' between owner and receivers of some personal data. The fear of 'being caught' helps to deter potential malicious users from acting and as a result protect the owner's privacy.
In this chapter, we investigate tools that can help the users of an SNS maintain sovereignty over their data on the World Wide Web. We also introduce PrivacyMarker, an approach combining the concept of provenance and accountability to protect user privacy on SNS. In short, provenance refers to the origin, the history of the ownership,
